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The HIMSS Social Determinants of Health (SDOH) Committee presents a Digital
Determinants of Health (DDOH) framework to evaluate the impact of products and
services in advancing digital health equity. This DDOH framework responds to the
industry’s need for an actionable framework to measure a solution’s impact on digital health
equity. Our SDOH Committee researched existing work by the public sector, industry, and
academia to propose an actional framework for designing, implementing, and measuring

a solution’s impact on digital health equity. The framework covers digital literacy, trust,
empowerment, connectivity, and inclusion. Our call to action emphasizes coordinating
efforts to gather more DDOH data, implementing existing SDOH and DDOH standards,
and modernizing infrastructure to support the digital inclusion of all populations. By
incorporating these measures, we aim to ensure that no community is left behind in the
digital transformation of the healthcare industry.

HIMSS launched the SDOH Committee, recognizing the growing interest and need for the
industry to address SDOH and health inequities. HIMSS member organizations are playing
active roles in reducing health disparities through their products, services, and technologies.

SDOH Committee members are elected annually, meet monthly, and form working groups
to identify issues, explore topics in-depth, and spearhead initiatives that support the work of
HIMSS and industry members. The SDOH Committee aims to learn, synthesize, and share
findings that represent industry-wide trends, opportunities, and gaps.

Over the past few years, there has been a noticeable growth in HIMSS Conference
attendees discussing the need to address digital health equity. This has been evident
through HIMSS panel discussions, conference presentations, and product trends.

Our SDOH Committee explored the following questions:

*“What does it mean to have a product or service that addresses digital health equity?”
*“What does that look like?”

*“How would you measure that impact?”

*“Who can help advance these efforts and in what ways?”

*“Why is digital health equity important to consider for a product or service?”

These questions led us to evaluate the current state of available data, resources, and
frameworks to measure digital health equity. Leveraging the global HIMSS network and
partner organizations, we conducted interviews, searched for resources, and explored public
datasets to understand what is available and where the gaps exist.
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This work conducted in 2023 results in the following key findings and recommendations,
which we outline in more detail throughout this paper:

|. Digital Determinants of Health (DDOH) can serve as a framework for measuring
digital health equity. DDOH offers a more granular, deconstructed set of variables to
measure digital health equity in quantitative and qualitative terms.

/. DDOH can build upon the foundation of SDOH standards. SDOH data and

frameworks offer a blueprint for DDOH data collection and impact measurement.

5. Industry-wide adoption of emerging standards is critical to advancing the mission
of digital health equity. Organizations like FCC, CDC, ONC, OMB, and HL/ (via
the Gravity Project) have developed interoperability frameworks, data standards, and
interactive maps that the industry can already use to start measuring the impact of DDOH
and SDOH on health disparities and outcomes.'™

4 Limited data is available to measure DDOH. \We do not have sufficient data to measure
the impact of digital health equity on health outcomes today. Increased adoption of existing
standards, the development of additional standards, and data exchange are critical to
measuring digital health equity at the product, individual, and population levels.

5. Modernizing infrastructure to support digital inclusion and digital health equity.
Today's infrastructure is insufficient to gather DDOH and SDOH data in an equitable and
inclusive manner for the entire population. Ongoing initiatives at ONC, CDC, FCC, and
others need widespread support and adoption to advance digital health equity.

We hope this paper offers an overview of the current landscape and stimulates more
dialogue and action by our HIMSS community, which includes industry, government,
patients, and providers.

As the COVID-19 pandemic closed in on the world, our industry shifted radically towards
digital transformation. Telemedicine encounters alone increased 766% in the first three
months of the pandemic.® Since then, telehealth utilization in the U.S. has stabilized at

38 times higher than before the pandemic, accounting for 13% to 17% of all office and
outpatient visits.”

Although the adoption of digital tools like telehealth increased access to healthcare for
some communities, others were left behind. The speed of digital transformation outpaced
our ability to close the digital divide, and historically underserved patient populations were
disproportionately left behind.? The digital divide did not narrow; it widened.!® More
intentional design, implementation, and measurements are needed to ensure that digital
technologies are designed and developed to benefit all patients.

In the first phase of our work, our SDOH Committee reviewed the history of SDOH
standards and conducted a landscape review of the available SDOH data and standards

(See Appendix).
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https://www.fcc.gov/about-fcc/fcc-initiatives/connect2healthfcc
https://www.fcc.gov/reports-research/maps/connect2health/focus-on-maternal-health.html
https://www.healthit.gov
https://www.whitehouse.gov/omb/briefing-room/2024/03/28/omb-publishes-revisions-to-statistical-policy-directive-no-15-standards-for-maintaining-collecting-and-presenting-federal-data-on-race-and-ethnicity/
https://thegravityproject.net/
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Developing SDOH Standards

In November 2017, the Social Interventions Research and Evaluation Network (SIREN)

at the University of California, San Francisco, convened a diverse group of stakeholders-
including experts in SDOH data from healthcare, community health, and health information
technology-to discuss how to develop consensus-based data standards for SDOH related
activities (screening, diagnosis, goals, and interventions).”?

SIREN identified the growing interest from national groups and health systems in addressing
individual social risk factors in clinical settings. However, one of the key barriers was the lack
of data standards available to represent and exchange this type of data in electronic health
records and related systems. Participants recommended convening a multi-stakeholder

group, which led to the formation of the Gravity Project in May 2019 and the establishment
of an HL7® FHIR® Accelerator in August 2019."%

The Gravity Project has developed terminology standards and associated value sets for 20
SDOH domains, including digital access and digital literacy. As an HL/7® FHIR® Accelerator,
the Gravity Project has also developed and published the HL/ SDOH Clinical Care FHIR

Implementation Guide that supports three primary use cases:

1. Document SDOH data in conjunction with the patient encounter to include
social risk screening;

2. Document and track SDOH-related interventions (or Health Related Social Needs
screening tools) to completion; and

5. Gather and aggregate SDOH data for uses beyond the point of care (e.q., population
health management, quality reporting, and risk adjustment).

In 2021, the Gravity Project’s terminology standards were included in the U.S. Core for
Data Interoperability (USCDI) version 2 as four data classes: SDOH assessments, SDOH
problems/health concerns, SDOH goals, and SDOH interventions. The ONC's 2022
Report to Congress highlights that USCDI is the minimum dataset required for health
systems. This dataset is available through most hospitals, doctors’ offices, and consumer
health apps, providing online access to electronic health information (EHI).

Next Frontier: Digital Determinants of Health

The shift toward more digitally-enabled care during the pandemic re-balanced the SDOH
scorecard. Digital access, connectivity, and digital literacy became increasingly important
factors that impacted health outcomes--these have been referred to as Digital Determinants
of Health or Super Determinants of Health."-'8 In 2023, the Gravity Project released more

DDOH-specific variables, including digital access and digital literacy to address this shift in
digital transformation.”



https://sirenetwork.ucsf.edu/
https://thegravityproject.net/
https://confluence.hl7.org/display/GRAV/Social%2BRisk%2BDomain%2BBuild
https://confluence.hl7.org/display/GRAV/Social%2BRisk%2BDomain%2BBuild
http://hl7.org/fhir/us/sdoh-clinicalcare/
http://hl7.org/fhir/us/sdoh-clinicalcare/
https://www.healthit.gov/sites/default/files/page/2023-02/2022_ONC_Report_to_Congress.pdf
https://www.healthit.gov/sites/default/files/page/2023-02/2022_ONC_Report_to_Congress.pdf
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Our committee aimed to research and consolidate information on available DDOH
resources, including definitions, standards, and publicly available datasets. WWe met with
industry, government, policy, and academia leaders to understand existing frameworks,
identify DDOH variables, and deconstruct digital health equity into measurable
components. The standards and available datasets (see Appendix) may serve as a helpful
resource and the first step in correlating DDOH with health outcomes.

The compilation of datasets addressing DDOH presents a diverse array of resources
covering chronic conditions and health disparities across federal, state, and industry
collaborations.

However, many still seem to lack specific data on digital and broadband access, digital
literacy, and their impact on health outcomes. Healthcare organizations and policymakers
can use these data as a baseline to inform policies and service interventions to mitigate the
digital divide’s impact on health disparities.

Available Public Datasets

Our evaluation of 45 publicly available datasets shows there have been significant efforts in
collecting SDOH on a local, regional, and national level. Below is a brief summary of some
of the publicly available datasets and standards (see Appendix for complete list).

* Broadband Data Collection (BDC) System provides data on broadband availability,
subscription, and crowdsourced data for use in the FCC’s broadband mapping program.

* Disability and Health Data Systems (DHDS) and the Interactive Atlas of Heart

Disease and Stroke provide state-level and county-level health data.

* National Center for HIV, Viral Hepatitis, STD, and Tuberculosis Prevention
(NCHHSTP) AtlasPlus offers comprehensive surveillance of diseases and

environmental indicators.

* Behavioral Risk Factor Surveillance System (BRFSS) collects information on health-
related risk behaviors, chronic health conditions, and the use of preventive services.
This telephone-based survey has been continuously conducted since 1984.

* Childhood Obesity Data Initiative (CODI) and Multi-State EHR Based Networks
for Disease Surveillance (MENDS) use electronic health record data to evaluate short-
term outcomes of policies and program interventions focused on specific health concerns.

* Chronic Disease Indicators offer critical insights into chronic diseases and associated risk
factors at the state and select metropolitan levels.

* Chronic Kidney Disease (CKD) Surveillance System comprehensively tracks risk
factors at a national level, emphasizing prevention and management efforts.

WHITEPAPER | MEASURING DIGITAL HEALTH EQUITY FORIMPACT
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These datasets aim to address health disparities and serve as a good resource for identifying
relationships between SDOH and health outcomes. While these datasets provide essential
insights, they might fall short in offering insights into DDOH factors such as broadband
connectivity, digital access, and digital literacy and their influence on health outcomes. Many
SDOH frameworks (Figure 1) do not address DDOH variables, making it challenging to
evaluate the impact of digital technologies on health outcomes.

SOCIAL DETERMINANTS OF HEALTH (SDOH)
Cooper University Health Care - New Jersey SDOH Hackathon 2023

Category One Category Two Category Three
5 Health Care
Education System
Employment Housing Literacy Social Hunger Health Coverage
Income Transportation Language Lisgete u Ag:osg 10 Prgvld_e_l
Expenses Safety Early gum ealthy Options Availability
Debt Parks Childhood ) Provider
Education Community Linguistic and
Medical Bills Playgrounds Engagement Cultural
Vocational R Competency
Support Walkability Training Discrimination
ZIP Code/ Higher Stress Quality of Care
Geography Education Justice-Involved

HEALTH OUTCOMES
Mortality, Morbidity, Life Expectancy, Health Care Expenditures, Health Status, Functional Limitations

Source: KFF

*Addition from CUHC

Figure 1. Social Determinants of Health Framework

While we could not find a single source that comprehensively captured DDOH
factors, many resources provided valuable frameworks and resources to construct a
more complete DDOH framework. Furthermore, organizations like the World Health
Organization (WHO) and the National Academies of Sciences, Engineering, and
Medicine (NASEM) have provided resources and toolkits to action DDOH insights

such as social prescribing of services.?%'
Definitions and Components

While there is no set definition for Digital Determinants of Health'®, we centered our work
around the following definition: “the circumstances of people, information, services, and
systems, which impact accessing health information and services and an individual’s health
outcomes through the use of digital technologies.”

Furthermore, DDOH can be deconstructed into different categories: literacy, access, trust,
empowerment, and inclusion. We provide example definitions below (Table 1).
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DIGITAL DETERMINANTS
OF HEALTH

LITERACY
Digital Literacy

DEFINITION

The ability to use information and communication technologies to find,
evaluate, create, and communicate information, requiring both cognitive
and technical skills.

Digital Health Literacy The ability to seek relevant health information utilizing digital technology

to solve health problems and improve quality of life.
ACCESS
Broadband Connectivity

Adequate internet (reliable and of sufficient speed) to participate in day-
to-day and work life and a digital device to access the internet (the device
must be appropriate for the user’s functional abilities).

Cellular Connectivit Adequate cellular connectivity (reliable and of sufficient speed) to

Y q Y p
participate in day-to-day and work life with a digital device to access
the cellular connection (the device must be appropriate for the user’s

functional abilities).

TRUST

Digital Trust The confidence, flexibility, and empowerment in the relationships between
individuals and organizations when it comes to their data and information.

Digital Empathy The traditional empathic characteristics such as concern and caring for

others expressed through computer-mediated communications.

EMPOWERMENT

Digital Activation Patients’ ability to play an active role in their own health and healthcare

by using digital tools and technologies.
Self-Efficacy A person’s belief in their own ability to succeed at a particular task or goal.
Resourcefulness

INCLUSION

Data Inclusion

Oness ability to be resourceful (imaginative, creative, problem solving, etc.).

The data is representative of the population for which it is meant to be used.

Algorithmic Inclusion (Training, Validation) ~ The data used to train and validate the algorithm is representative of the
population that will use or benefit from the algorithm.

This population can change over time, and the data used to train and
validate will need to adapt.

Data Justice A group of frameworks informing the study and use of data in ways
that prioritize the needs and experiences of structurally marginalized
communities, and contribute to efforts to redress structural, institutional,
and political injustices.??

Table 1. Digital Determinants of Health - Definitions and Components

Inclusive Data Collection and Policymaking

Digital inclusion is essential to ensure the data represents the entire population. Issues
like lack of broadband, digital illiteracy, and mistrust can lead to under-represented

and vulnerable populations being excluded from the data, risking policies that overlook
their needs and worsening health disparities. Inclusive data is crucial for equitable care,
especially in the era of artificial intelligence (Al), where data exclusion could lead to
algorithmic bias. Technology- driven solutions need to consider DDOH in their design
and implementation to ensure that under-represented patient populations are included
in future datasets and policy decisions.

WHITEPAPER | MEASURING DIGITAL HEALTH EQUITY FORIMPACT
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Visualizing the relationship between SDOH, DDOH, and health outcomes can be a
powerful tool to accelerate investments in infrastructure to address DDOH. The Federal
Communications Commission (FCC) established the Connect2Health (C2H) Task Force
to explore the intersection of broadband, advanced technologies, and health.”® In 2015, they
proposed that broadband be considered a “super” determinant of health that influenced
health outcomes and other social determinants such as education and employment.’™ To
visualize this relationship, the Task Force developed the Mapping Broadband Health in
America platform, which allows users to explore broadband and health data at the national,
state, and county levels.

The Mapping Broadband Health in America platform (https://www.fcc.gov/health/maps)
allows stakeholders to understand the intersection of broadband and health outcomes.

The platform originally included chronic disease data and was subsequently updated to
incorporate opioid-related health variables. In 2023, pursuant to a Congressional directive,
the Task Force updated the platform to show the relationship between maternal health and
broadband. Looking at the maps, users can see hundreds of counties across states that have
limited broadband access or adoption.

People who live in these “digital deserts” cannot fully take advantage of digital health
tools, services, and digitally-enabled health technologies due to limited internet access
and/or insufficient bandwidth. For example, the Connect2Health map (Figure 2) shows
the intersection of opioid death rates and internet adoption at the county level. Another
map shows regions where broadband and access to maternal health services are both low,
highlighting gaps and opportunities for infrastructure investment (Figure 3).

FCC: = | Connect2Health™

Maps ~ Background Getting Started Focus On.. ¥ Community Engagement Data About C2HFCC

oy | Eitercouny a m Health D
: -
=] Canad A3
Broadband Availability:
= Internet Adoption ~ | 0 — 84Connections @
P
(%)
r : s " ol Opioid Measures:
b All Drugs | Death Rate - 0
| 20.1 — 126.3 Deaths per 100,000
. '-‘ . y 5-yr. National Avg. = 20.1
Ligs, | S|
| Sl
»~ t
SR\ = —
- "f‘ Broadband Opioids. Broadband Neither
o= e F= X & Opiolds
s B i et

Rural Filter: None

e Data Overlays:

Mexico o None

Dominican Nationwide Statistics:

. Internet Adoption: 84 connections per 100
Coripy - households
ean Sea All Drugs | Death Rate:  20.1 per 100,000

| 500 km Population: 328,239,523

|300mi | CostiRica

Figure 2. FCC Connect2Health Map for Opioid Death Rates



https://www.fcc.gov/reports-research/maps/connect2health/
https://www.fcc.gov/reports-research/maps/connect2health/
https://www.fcc.gov/reports-research/maps/connect2health/
https://www.fcc.gov/health/maps
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Figure 3. FCC Connect2Health Map for Broadband Access and Maternity Care Deserts
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To generate deeper insights and further build on the work of the C2H Task Force’s mapping
efforts, our committee designed a prototype dashboard that compares digital health equity
metrics (DDOH variables) with health outcomes (Figure 4). In this example, households
with broadband access and diabetes rates are evaluated at a county level, revealing that
many counties in southern states have below-median broadband access and above-median
diabetes rates. Investments could be targeted toward counties with high diabetes rates and
low broadband access (Figure 5).
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Figure 4. HIMSS SDOH Committee Prototype for Visualizing DDOH Variables
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Figure 5. Prototype Interactive Map Focused on High Diabetes Rates and Low Broadband Access

To design effective solutions and policies, more work is needed to understand the
relationship between DDOH, SDOH, and health outcomes. This will require a coordinated
effort by public and private sector entities to drive more patient-centered innovations,
develop standards for impact measurement, and increase investments to modernize
infrastructure. To achieve these goals, we propose the following calls to action:

1. Collect more DDOH data.

To effectively measure and address the digital determinants of health, there is a critical
need for a more comprehensive DDOH dataset. We outline a framework that defines

the key components of DDOH that should be considered for any solution or intervention.
This includes data on digital access, literacy, trust, empowerment, and inclusion at the
individual and community levels. By systematically gathering such data, healthcare
providers, policymakers, and researchers can better understand the digital barriers to
accessing healthcare and social services. This requires collaboration among stakeholders
in the healthcare ecosystem to develop and use a DDOH data repository, which can

be centralized or decentralized. This repository will help to establish a benchmark for

the effectiveness of DDOH interventions. We call on academics, health researchers,
community-based organizations, and industry to work together to create sustainable models
for collecting, storing, and maintaining DDOH datasets.
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2. Implement existing standards.

Implementing existing data interoperability standards is essential for a more complete
understanding of DDOH and its impact on health outcomes. Widely adopting standards
like HL/ FHIR and the Gravity Project’s SDOH/DDOH standards ensures seamless data
sharing and integration across systems. This commitment enables healthcare organizations
and vendors to incorporate SDOH and DDOH insights into their interventions, leading to
more equitable healthcare delivery. Financial incentives, such as those from legislation (e.g,,
HITECH Act), waivers/grants (e.g., CMS), or other funding mechanisms, are crucial to
accelerating adoption of existing standards.

3. Expand the use of digital tools that already exist.

A concerted effort should be made to maximize the use of digital health tools already on the
market and make them more accessible and inclusive. This approach ensures that existing
digital health applications are user-friendly, culturally sensitive, and available in multiple
languages to cater to a diverse population. Furthermore, it is vital to provide training and
support to healthcare providers and patients to maximize the use of these tools. Expanding
the use of existing digital health tools optimizes resources and accelerates the path toward
improving digital health equity.

4. Develop an actionable scorecard.

A DDOH scorecard can be useful for measuring a solution’s impact on digital health equity.
This scorecard would provide a standardized framework for evaluating whether a product/
program incorporated DDOH into its design and development. For example, checking for
digital literacy onboarding, technical support for patients, and multi-channel accessibility
that doesn't require broadband internet. Developing and adopting such a scorecard would
provide a measurable framework for enhancing digital health equity, guiding interventions
where they are most needed.

A DDOH scorecard can help measure a solution’s impact on digital health equity. This
scorecard would offer a standardized way to evaluate if a product or program incorporates
digital determinants of health (DDOH) in its design. For instance, it would check for
digital literacy onboarding, technical support for patients, and multi-channel accessibility
that doesn't require broadband. Creating and using such a scorecard would provide a
clear framework for improving digital health equity, measuring the impact, and guiding
interventions where they are most needed.

5. Invest in modernizing our infrastructure.

Modernizing our infrastructure is crucial for bridging the gap between technological
advancements and equitable access. This includes adopting interoperability standards,
implementing API-driven systems, and transitioning to cloud-based infrastructure. These
upgrades will enable the seamless exchange of vital health data and support timely public
health interventions. We encourage startups and industry to align with initiatives like the
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CDC'’s Data Modernization Initiative (DMI) and adopt standards from the Gravity Project
to create more equitable and accessible innovations that benefit all patients.
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